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FOREWORD BY THE EDITOR

| am pleased to present the Abhisam 2020 Industrial Cybersecurity
report to you. This report gives you a snapshot of the State of Industrial
Cybersecurity in the year 2020, as viewed by professionals from diverse
industries and backgrounds. They also give you a glimpse of where we

are headed going forward in 2021 and beyond.

The idea for this report came about from a realization that there is not
much publicly available information regarding Industrial Cybersecurity,
which is not from cybersecurity solution vendors or regulatory
authorities. So we wanted to gather and disseminate information from

individual professional users about their own experiences and views.

Therefore, we invited many professionals in leadership roles from
various domains, to express their views. These individuals are from
different industries & backgrounds, having decades of experience as
well as a high level of knowledge and expertise in Industrial

Cybersecurity.

Not everybody who initially agreed to contribute, could actually go
ahead and do it, owing to time constraints and work exigencies. To all
those professionals who did contribute, a VERY BIG THANK YOU to all of

you from me!

In this report, we present viewpoints of Industry leaders from different
domains, including Water, Oil & Gas, Industrial loT and DCS/SCADA/
Control & Safety System domains. This is vendor neutral as well as
regulator agnostic information, so | feel it will be useful all over the

world, not only in specific geographies.

If you have any comments or feedback regarding this report, or if you
would like your views to be included in the next edition, please get in

touch with me via email.

I am sure you will find every article in this report, engaging, insightful

and useful.
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THE 5 PHASES OF AN INDUSTRIAL CYBERSECURITY
INCIDENT

When talking about the life cycle of an industrial cybersecurity system, the following five
words are often used to name the phases: Identify, Protect, Detect, Respond and
Recover. All these phases are important, but from my point of view, there is one that is
especially critical: Recover (the last phase), which must be done when all the previous

phases have failed. This is critical when we talk about Industrial Control Systems (ICS)

WHY IS THE RECOVERY PHASE IMPORTANT?

| am going to explain why | consider the fifth phase so important. In January 2020, in the
chemical company where | work, we suffered a serious incident. An explosion in a
reactor destroyed one of our plants and an attached control room. In consequence, we
have lost the 90% of the ICS equipment of one of our plants. The only positive part is

that we had collected all the necessary information to be able to rebuild the ICS.

Have you ever wondered what would happen in your industrial facility if you had an

incident that caused a partial or total loss of the ICS?

Have you thought about the consequences for the viability of your company?

INCIDENTS & EVENTS

When we talk about an incident, we mean any event that affects the integrity and
functionality of the system. The events can be a cyber-attack, a fire or explosion, a
hardware failure, etc. Any event, however small it may seem, can seriously affect the
operation of the industrial installation, and this is going to have repercussions on the

production.

You may think that this will never happen to you, but believe me when | tell you that the
likelihood of suffering an incident like the ones mentioned above, is more likely than you
would think; it may be a minor incident or a light one, but these incidents happen.
Hardware failures, for example, occur more often when the ICS is older. When the ICS is
new there are three or four years without incident, but it would be strange if in the
following years a hard disk of a computer or a motherboard of a PC, for example, didn’t
fail.
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DOES AN ICS RECOVERY PLAN EXIST?

Most of the companies | know, have implemented an IT recovery plan, but not for the
ICS. In the best of cases they have "partial" backups of control systems. These backups
are partial because the staff who maintain them don’t know exactly what information
they should keep from an ICS; this is more critical if the ICS is a PLC/SCADA solution,

versus a DCS solution.

The ICS, seen by profane eyes, aren’t more than a few computers located in a control

room, but the reality (at hardware and software level), is that these are complex systems.

The ICS based on SCADA solutions are rarely composed of a single application (Scada,
databases, recipe or manufacturing programs, reports, historian, advanced control
systems, communications, networks, ...). Saving the configurations of all the applications
is a good maintenance practice and allows us to have all the necessary information

collected to undertake future tasks, like for example, a migration of the SCADA.

SYSTEM INVENTORY

In order to undertake a good backup, there is a previous step that must be done. This
step is to know exactly what we have: How many computers and equipment do we
have? What do we have installed in each computer? This information is known as a list of
hardware and software assets. This list must be very precise, including even the version
of the software installed. If, for example, the list includes Microsoft Office, we must know
which version is installed (version 2010, 2013, 365), because if we do not install the

correct version, it may not work correctly.

Another important point is to have controlled where is physically all that installation
software and the licenses of all the components of the ICS. Usually there is a cabinet in
every factory where all the software is stored, but the problem is that we probably have

the previous versions stored as well. We must clearly identify what we have stored.

Is all the above important? Yes. Because it directly affects the recovery time, which is the
time from when the incident occurs until the normalization of the system. This amount
of time is often unknown to company management. How long do you think it takes to
fully recover a single computer from your ICS system? The standard response time is
usually between six and eight hours, although from my experience | can tell that this

time is usually longer, between twelve and sixteen hours. But remember that we are
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talking about one single computer. If the computer you were losing was critical to the
operation of the facility, it would be the minimum amount of time that your installation
could be down. These are the times if you have all the software to be installed and a
backup of all the applications, if not, the time will be much longer, with an average
minimum time between five and seven days. All these times described are based on my

personal experiences.

Ideally, you should have an automatic backup and recovery system as in the IT area.
Software solutions exist (Acronis, Veeam, Veritas...), but these solutions must be
validated by the manufacturer of your ICS, although when they are asked that question,
they will rarely give a clear answer. These backup systems must be deployed with
caution and performing a test backup and a recovery to verify the effectiveness of the
backup. These systems make a complete backup of each computer and all its contents. If

a backup system is available, the recovery time is between 15 and 40 minutes.

If you don’t have an automatic backup system, you can make a complete backup of each

PC manually; it is slower and more laborious, but there is no excuse to not do it.

THE 9 IMPORTANT QUESTIONS THAT YOU MUST ASK!

If you are a CEO, a head of maintenance or a head of engineering, | invite you to call a

meeting with your technical staff and ask them the following questions:

1. Do we know what we have? We have a list of Assets that make up the ICS, computers
and PLCs, including network addresses and software installed per equipment.

2. Do we know how it's connected? We have an updated and complete network
architecture of the ICS.
Do we make a backup? The backup is updated every time something is modified.

4. Where do we keep the backup? External USB disk in a fireproof safe or at a place
other than the factory.

5. Do we have a complete backup? We have a complete backup of all the PCs in the ICS,
which allows us to recover the PCin a short time.

6. Do we have the source programs saved? We have a backup of all the PLC and Scada
source programs.

7. Where do we have the installation software and licenses? We have controlled where
the software and licenses are installed. It must contain the installable of all the ICS

applications including the necessary OS patches.
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8. Do we have the critical physical equipment virtualized for support and testing? This
allows us to have an exact and executable image of a PC (it is like taking a photo),
with all the software installed and to be able to verify the configurations in case we
have lost the physical machine. If our staff has not participated in the ICS installation
project, it is possible that some critical data is forgotten when they are making the
backup.

9. Do we know how to reinstall a machine? We have a complete server reinstallation

manual with a step-by-step description, to make a clean installation.

If you receive more than two negative responses at that meeting, it is highly likely that

you may have a problem in the future.

The implementation of the nine points, | will not fool you, it's hard work, but believe me
that it's better to do something, even if it ends up being not worthwhile, than to regret it

later.

When you reach this point in the article, you may think that all this is common sense, but

remember that common sense is not the most common of senses.
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LAS 5 FASES DE UN INCIDENTE DE CIBERSEGURIDAD
INDUSTRIAL

Cuando se habla del ciclo de vida de un sistema de ciberseguridad industrial, a menudo
se usan estas cinco palabras para nombrar las fases: Identificar, Proteger, Detectar,
Responder y Recuperar. Todas las fases son importantes, pero bajo mi punto de vista hay
una que es especialmente critica: Recuperar (la ultima fase), que debemos hacer cuando
todo lo anterior ha fallado. Esto es critico cuando hablamos de Sistemas de Control
Industrial (ICS)

PORQUE LA FASE DE RECUPERACION ES IMPORTANTE

Les explico porque considero tan importante la quinta fase. En Enero de 2020, en la
compania quimica donde trabajo sufrimos un incidente grave. Una explosiéon en un
reactor destruyo una de nuestras plantas y una sala de control anexa. Las consecuencias
son que hemos perdido el 90% de los equipos del ICS de una de nuestras plantas. La
Unica parte positiva es que teniamos recopilada toda la informacién necesaria para

poder reconstruir el ICS.

iSe ha preguntado alguna vez que pasaria en su instalacién industrial si tuviese algun

incidente que provocase una perdida parcial o total del ICS?

iHa pensado en las consecuencias que tendria para la viabilidad de su compafia?

INCIDENTES Y EVENTOS

Cuando hablamos de un incidente nos referimos a cualquier evento que afecte a la
integridad y funcionalidad del sistema. Los eventos pueden ser desde un ciberataque,
un incendio o explosién, un fallo de hardware, etc. Cualquier evento por pequefio que
parezca puede afectar gravemente a la operatividad de la instalacion industrial, y esto

repercutird en la produccion.

Puede ser que piense que esto no le va a suceder nunca, pero créame cuando le digo,
que la probabilidad de sufrir un incidente de los descritos es mas probable de lo que
piensa; puede que sea un incidente menor o leve, pero estos incidentes ocurren. Los
fallos de hardware, por ejemplo, ocurren con mayor frecuencia cuando el ICS es mas
antiguo. Cuando el ICS es nuevo hay tres o cuatro anos sin incidentes, pero seria extrano
gue en los afnos sucesivos no fallase un disco duro de un ordenador, o falle una placa

base de algun PC, por ejemplo.
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¢TIENES UN PLAN DE RECUPERACION?

La mayoria de las compahias que conozco tienen implementado un plan de
recuperacién en IT, pero no para el ICS, en los mejores casos tienen backups “parciales”
de los sistemas de control. Estos backups son parciales porque el personal que los
mantiene no conoce exactamente qué informacién debe guardar de un ICS; esto es mas

critico si el ICS es una solucion PLC/Scada frente a una solucién DCS.

Los ICS visto a los ojos de un profano, no dejan de ser mds que unos cuantos
ordenadores ubicados en una sala de control, pero la realidad (a nivel de hardware y

software) es que son sistemas complejos.

Los ICS basados en soluciones Scada raramente estdn compuestos por una uUnica
aplicacién (Scada, bases de datos, gestor de recetas o fabricacion, informes, historian,
sistemas de control avanzado, comunicaciones, redes, ...) Guardar las configuraciones
de todas las aplicaciones es una buena practica de mantenimiento, y nos permite tener
recopilada toda la informacién necesaria para acometer tareas futuras, por ejemplo, una

migracién del Scada.

INVENTARIO DEL ICS

Para acometer la realizacion de un buen backup hay un paso previo que debe
efectuarse, es conocer exactamente lo que tenemos: ;Cuantos ordenadores y equipos
tenemos? ;Qué tenemos instalado en cada ordenador? Esta informacién se conoce
como listado de activos hardware y software. Este listado debe ser muy preciso,
incluyendo hasta la version del software instalado, ;por qué? Si el listado incluye, por
ejemplo, Microsoft Office, debemos conocer que versidn estd instalada (version 2010,
2013, 365) ;Por qué? si no instalamos la versién correcta, puede ser que no funcione

correctamente.

Otro punto importante, es tener controlado donde esta fisicamente todo ese software
de instalacién y las licencias de todos los componentes del ICS. Suele haber en todas las
fabricas un armario donde se guarda todo el software, pero el problema es que es
probable que tengamos también guardadas las versiones anteriores. Debemos

identificar claramente que es lo que tenemos guardado.

(Es importante todo lo anterior? Si. Porque afecta directamente al tiempo de

recuperacién, que es el tiempo desde que el incidente se produce hasta la normalizaciéon
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del sistema. El valor de ese tiempo suele ser desconocido para las gerencias de las
empresas. ;Cuanto tiempo piensa que se tarda en recuperar por completo un solo
ordenador de su sistema ICS? El tiempo estandar de la respuesta suele entre seis a ocho
horas, pero mi experiencia me dice que ese tiempo suele ser mas largo, entre doce y
dieciséis horas, pero recuerde, que estamos hablando de un solo ordenador. Si el
ordenador que pierde es critico para el funcionamiento de la instalacion, serd el tiempo
minimo que puede tener su instalacion parada. Estos tiempos son siempre teniendo
todo el software a instalar y un backup de todas las aplicaciones, si no es asi, el tiempo
sera mucho mayor, con un tiempo medio minimo entre cinco y siete dias. Los tiempos

descritos son en base a mi experiencia personal.

Lo ideal deberia ser tener un sistema automatico de backup y recovery como en la zona
IT. Las soluciones software existen (Acronis, Veeam, Veritas...) pero estas soluciones
deben ser validadas por el fabricante de su ICS, pero cuando se les hace esa pregunta, no
es normal recibir una respuesta clara. Estos sistemas de backup deben ser desplegados
con cautela y efectuando un backup y una recuperacion de prueba para verificar la
efectividad del backup. Estos sistemas efectiian un backup completo de cada ordenador
y todo su contenido. Si se dispone de un sistema de backup, el tiempo de recuperacion

esta entre 15 y 40 minutos.

Si no se dispone de un sistema automatico de backup, se puede efectuar manualmente
un backup completo de cada PC; es mas lento y laborioso, pero no hay excusas para no

hacerlo.

LAS 9 PREGUNTAS IMPORTANTES QUE DEBERIAS RESPONDER

Si usted es un CEO, jefe de mantenimiento o jefe de ingenieria, le invito a que convoque
una reunion con su personal técnico y les haga las siguientes preguntas:
1. {Sabemos que tenemos? Tenemos un listado de Activos que forman el ICS,
ordenadores y PLCs, incluyendo direcciones de red y software instalado por equipo.
2. ;Sabemos cdmo esta conectado? Tenemos una arquitectura actualizada y completa
de red del ICS.
;Hacemos un backup? Se actualiza el backup cada vez que se modifique algo.
4. ;Dénde guardamos el backup? Disco USB externo en una caja ignifuga o que no esté

en la fabrica.
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iTenemos un backup completo? Tenemos un backup completo de todos los PCs del
ICS, que nos permita recuperar el PC en poco tiempo.

iTenemos los programas fuentes guardados? Tenemos un Backup de todos los
programas fuente de PLC y Scada.

;Dénde tenemos el software de instalacién y licencias? Tenemos controlado donde
estd el software y licencias instaladas. Debe contener los instalables de todas las
aplicaciones del ICS incluido parches SO necesarios.

i Tenemos virtualizadas los equipos criticos fisicas para soporte y pruebas? Esto nos
permite tener una imagen exacta y ejecutable de un PC (es como hacer una foto),
con todo el software instalado y poder verificar las configuraciones en caso de que
hayamos perdido la maquina fisica. Si nuestro personal no ha participado en el
proyecto de instalacién del ICS, puede que se olvide algun dato critico a la hora de
realizar el backup.

iSabemos como reinstalar un equipo? Tenemos un manual de reinstalacion
completa de servidores con una descripcidén paso a paso, para hacer una instalacién

limpia.

Si en esa reunion recibe mas de dos respuestas negativas, es altamente probable que

pueda tener un problema en un futuro.

La implementacion de los nueve puntos, no le engano, es un trabajo arduo, pero créame

gue es mejor hacer algo, aunque no valga para nada, que luego arrepentirte.

Cuando lleguen a este punto del articulo, pueden pensar que todo esto es de sentido

comun, pero recuerden que el sentido comun no es el mas comun de los sentidos.
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COORDINATING THE FUNCTIONAL SAFETY AND
CYBER SECURITY FOR INDUSTRIAL PLANTS

INTRODUCTION

During the past decade, cyber security experts worldwide started seeing growing
number of severe attacks aimed to harm industrial facilities, utility operations and
manufacturing processes. While for protecting IT organizations we use the term
"Confidentiality-Integrity-Availability ~ (CIA)", for protecting physical operations
supervised by Industrial Control Systems (ICS), we shall firmly say "Safety-Reliability-
Productivity (SRP)". Achieving the SRP goals, must combine multiple expertise’s; in the

field of ICS processes, physical security and secured IT technologies.

Physical security is a critical precondition to cyber security and cyber security is a
mandatory factor for achieving safety. Therefore, experts must follow the guidelines
referring to ICS cyber security outlined in the ISA-IEC 62443 or the NIST 800-82 and the
International Safety Standards IEC 61508, specifically referring to the Safety

Instrumented Systems (SIS).

According to what is understood from the PPT
(People-Policies-Technologies) Triad, there is no 0
single factor which may achieve the defined
goals, and adherence to all three defense
processes is mandatory. This paper is aimed
outlining the practical guidelines for
deployment of cyber defense solutions which

support  operation safety for critical o T

infrastructure.

SAFETY AND CYBER SECURITY INCIDENTS

Among the published cyber security incidents which have been directed to harming
industrial operations and lives of people we may recall the attack occurred in April 2020
on one of Israeli water plants by trying to manipulate Chlorination systems that supply
drinking water to cities. The malicious actor probably gained initial access remotely to
some elements within an ICS environment and had established its access to one of the

network elements by using weak or default passwords.

17 THE 2020 INDUSTRIAL CYBERSECURITY REPORT BY ABHISAM



COORDINATING THE FUNCTIONAL SAFETY AND
CYBER SECURITY FOR INDUSTRIAL PLANTS

Earlier in 2020 a hostile country initiated a severe attack on a regional water utility.
The attacker managed to penetrate the SCADA system due to insufficient protection.
Upon the penetration the uploaded multiple SCADA screens and translated the
meaning of displayed location and functions. Initially the attacker stated turning on off
the pumps in order to create water wave shock and rupture the water pipe. The ultimate
goal of the attackers was manipulating the process PLC and modify the chemical
formula of the distributed water in order to hurt people. The attack was discovered and

actually no harm happened.

Another critical event occurred in March 2019 which affected all 35,000 Norsk Hydro
employees across 40 countries, locking the files on thousands of servers and PCs. That
attack started several months earlier when one employee unknowingly opened an
infected email from a customer. That allowed hackers to invade the IT infrastructure and

disabling the computerized control of most of their production facilities.

Another event occurred in 2017 called the Triton attack on Sadara Chemical in Saudi
Arabia, and it was directed to disabling the operation of the on-site SIS. Luckily that
attack was discovered early enough so no damage happened. However. if a severe
malfunction occurred and the SIS was not active that could turn to a severe damage to

the world’s largest oil producer and a huge panic at the oil and gas markets.

TECHNOLOGY ASPECTS OF VULNERABILITIES

The extended use of IP-protocol based communication in the industrial zone and the
need for periodic maintenance processes increase the potential risk, and without cyber
defense to ICS, the safe operation of critical equipment cannot be assured. Thanks to the
increased awareness, all know that without ICS cyber security measures you cannot trust
the SIS, even if deployed according to IEC 61508. Therefore, the assessment of functional

safety and industrial cyber security shall be periodically conducted.

As the global COVID-19 pandemic is affecting more people and more organizations
around the globe, there is a growing need to allow remotely performed routine
maintenance task for the ICS plant. Moreover, the intensive deployment of Industrial
Internet of things connected to ICS platform is also expanding the cyber-attack surface

and increasing the risk of cyber-attacks.
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A stronger cyber defense and operating safety can be achieved by deploying an on-site
cyber range, which is as similar as possible to the real ICS and SIS architectures. It can be
used for testing software patches, analyzing vulnerabilities and training of operators. The
exercises shall be specifically tuned to each group and shall be professionally guided by
experts who are have combined expertise in the field of industrial control, IT

technologies and cyber security.

Knowing the fact that the negligent behavior of employees might contribute to high
percentage of "successful cyber-attacks", enhanced operating safety and cyber security
can be achieved by upgrading the awareness of people (P), enforcing the corporate
policy (P) and upgrading the deployed technologies (T), called the PPT triad mentioned

above.

THE “PEOPLE” FACTOR

The P-People factor offers the highest Return on Investment (Rol), because it involves
training and drills at all organization levels including operators, engineers and
outsourced service providers:

A 1CS operators at industrial facilities shall be trained to detect unusual and anomaly
conditions in the ICS process and respond instantly to prevent risk to lives and assure
business continuity.

A Engineers and service providers must perform their task with operation safety in
mind. It means that the maintenance of ICS component shall be performed securely
and subject to supervision.

A Integrators must be trained to carefully design the control architecture by utilizing
principles of secure development. This process must be guided by ICS as well as ICS
Cyber security experts.

A Organizations must supervise the entire supply chain (including all operation
segments) and limit the amount of information employees are providing to external
service providers.

A Operators must be trained how respond during an incident caused by a severe fault,
cyber-attack or sabotage in order to mitigate the risk to people, minimize the outage

time, reducing damages.
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THE “POLICY / PROCEDURES” FACTOR
A Operating safety and cyber security must be supported by strongly enforced policies,

based on Identity and Access management (IAM) and role-based access (RBAC)
principles.

A The access control to all computers, process controllers and cyber security related
components at the plant shall be configured as “access blocked” as the default
condition.

A The computerized operation at the entire plant shall be configured for collecting logs
and relevant information which can be analyzed during forensics investigation after
an event.

A The organization policy shall define the internal communication and reporting
processes applicable during normal operation of the plant and specifically during
emergency conditions.

A Organizations must have predefined plans for Business Continuity Preparedness (BCP)
and Disaster Recovery Processes (DRP) in order to support the business goals of the

plant.

THE “TECHNOLOGY” FACTOR

A ICS architectures can be built with commercial off the shelf (COTS) hardware, software
and utilize compensating and complementing measures to minimize cyber security
risks.

A The plant must have strong cyber security-oriented technologies in place in order to
allow secured remote access (SRA) for maintenance operations without increasing the
risk.

A Specifically, the access control shall utilize technology-solutions performing strong
authentication of connecting devices and people and include strong encryption.

A Critical industrial plants shall include on-site intrusion detection systems (IDS),
security information and event management (SIEM) system for managing emergency
conditions.

A In order to enhance the cyber secure operation and operating safety, the facility shall
connect to a Security Operation Center (SOC) or outsource such service to an expert

service provider.
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COORDINATING THE FUNCTIONAL SAFETY AND
CYBER SECURITY FOR INDUSTRIAL PLANTS

DEALING WITH LEGACY SYSTEMS

Industry experts are well aware that in systems built a decade ago, both the ICS and the
SIS architectures were always based on different and independently selected
technologies. However, with introduction of modernized systems, industry 4.0 related
technologies and the need to communicate more data between the ICS and IT zone the
situation change, and all legacy systems shall be gradually upgraded and retrofitted with
modernized communication and control technologies. In order to achieve cyber-security
and operating safety goals we must periodically invest in a range of proactive actions
directed to both the ICS and the SIS.

SUMMARY AND CONCLUSIONS

Selecting a cyber-security technology is a complex process, because cyber-attack
scenarios constantly evolve and the risk factors are changing. Operators of ICS for in
critical facilities must be aware of the risks related to major malfunctions, cyber-attacks
and sabotage which might cause severe damage to business operations and hurt lives of
people. Coordinated assessment and periodic upgrades of SIS measures and ICS cyber
security solutions will lead to enhanced operating safety and productivity and business
continuity. Therefore, plant managers must be provided with adequate resources and

available expertise to be at least one step ahead of attackers.
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ABSTRACT:
The threat landscape for cyber physical systems has undergone a significant change in
recent years. This article discusses the change in the threat landscape and some basic

mitigation measures that would reduce the overall cyber security risk.

CONTENT:

Cyber security attacks can cause several types of loss, such as: production loss, damage
to equipment, damage to the corporate image, violation of regulations and safety
related consequences such as personal injuries and even fatalities depending on the

physical process.

Ignoring several specialized functions an automation system for a production process

typically has two components:

A Basic Process Control System (BPCS);
A Safety Instrumented System (SIS);

BPCS's job is to perform the automation functions required to make a product, such as a
chemical, gasoline or the electrical power for the grid. The SIS is a “watchdog” that
enforces the production process to remain within the physical limits required for safe
production. Its task is to enforce process safety. Both the BPCS and SIS are
programmable electronic functions and as such vulnerable to cyber attacks. If we
consider the various protection and control layers surrounding a production process we

get the following picture:

FIRE & GAS DETECTION, MITIGATION ACTIONS
e EMERGENCY RESPONSE
/" PHYSICALPROTECTION

EMERGENCY SHUTDOWN / TRIP
4 SIS- MITIGATION o \ | |-
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SIS - PREVENTION o) L RELEHE
BPCS [ —— PERMISSIVES
PROCESS :
DESIGN  |o]
J D PROGRAMMABLE ELECTRONIC FUNCTIONS, VULNERABLE TO
\\ // CYBER ATTACKS
\ >,

PROTECTION LAYERS

Figure 1 - Protection layers in an automated production process
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In addition to the automation functions, the BPCS usually includes the process alarm,
interlock and permissive functions. The SIS has two independent tasks: a prevention task
that disables parts or the entire production process and a mitigation function that

activates protection functions when fire or gases are detected.

In the past 10 years, we have seen a range of cyber attacks that impacted both the BPCS

and SIS functions. These attacks had various consequences.

EMERGENCY RESPONSE
/ SHYSICAL PROTECTION } TRITON / TRISIS ATTACK CAPABLE OF MODIEYING SIF LOGIC
SIS - MITIGATION e
MECHANICAL SAFETY CAUSING DAMAGE THROUGH UNCONTROLLED SHUTDOWN
CAUSING DAMAGE THROUGH MODIFICATION OF PROCESS SETTINGS
SIS - PREVENTION [ CAUSING DAMAGE THROUGH LOSS OF ABILITY TO PERFORM

L CAUSING DAMAGE THROUGH LOSS OF REQUIRED PERFORMANCE
| COMPROMISE OF CONFIDENTIAL INFORMATION

PROCESS
DESIGN

- CYBER ATTACK OCCURENCES WITH THEIR CONSEQUENCES

PROTECTION LAYERS

Figure 2 Some actual consequences of cyber attacks in recent 5 years

The most dangerous attack, from a process security point of view, was the TRITON attack
or also known as the TRISIS attack. This cyber attack targeted a Schneider Electric
Triconex safety system and was able to modify the Safety Instrumented Function (SIF),

the SIS's program logic.

Under normal circumstances, a cyber attack on the BPCS should never endanger process
security, the SIS must be able to bring the production process to a safe state under all
circumstances. When cyber attackers are able to attack the SIS, by disabling the SIS
function or even modifying the function, we enter a new era. Although the TRITON /
TRISIS attack failed due to a programming flaw, the attack showed that SIS is vulnerable
to cyber attacks and that attackers devote considerable effort and resources to carry out

such an attack.

Although there are currently no direct victims as a result of a cyber attack, attacks

against SIS greatly increase the likelihood that this will happen in the near future.
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This new threat with a whole new set of potential consequences has significantly
changed the importance of cybersecurity for physical systems. This is compounded by
the lack of any specific reason to attack the chemical plant in Saudi Arabia. While the
notorious Stuxnet attack on a uranium enrichment production facility in Iran had strong
political motivation, the attack on the chemical plant in Saudi Arabia seems to lack such
motivation. Yet the threat actors were willing to invest years of effort and planning in this
attack. The failure of the attack ultimately destroyed most of this investment and
triggered the community to reconsider the cyber security of their SIS, strengthening the

resilience against this type of attack.

If we picture the consequences of cyber attack in a diagram showing the consequences
that have occurred with industrial control and safety systems (ICSS) we can depict this

using following diagram.
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Figure 3- Overview of consequences from attacks on ICSS

So far we have no documented examples of fires and explosions or loss of life caused by
a cyber attack on a production system. Of course, we know that this is quite possible, if
we consider the accidents caused by failure of automation systems in the past. Therefore,

it is reasonable to assume that cyber attacks also have the capacity to trigger them.
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If we consider protection of the ICSS against this type of advanced attacks we need to
consider several security controls to reduce the risk of such an attack to be successful.
When we analyze these controls, we need to consider how much risk these controls
reduce. Risk reduction of a control is a function of both the control’s effectiveness and
the control’s reliability. If we look at the different controls we have at our disposal to

address threats like the TRITON / TRISIS attack we can consider the following set of
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